U.S.  Department  of  Justice 


Federal  Bureau  of  Investigation 

Washington,  D.C.  20535 

February  22,  2013 


MR.  ALAN  BUTLER 

ELECTRONIC  PRIVACY  INFORMATION  CENTER 
SUITE  200 

1718  CONNECTICUT  AVENUE,  NW 
WASHINGTON,  DC  20009 


Subject:  STINGRAY/CELL  SITE  SIMULATOR  DEVICES 
FOlPANo.  1182490-000 


Dear  Mr.  Butler: 


The  enclosed  documents  were  reviewed  under  the  Freedom  of  Information/Privacy  Acts 
(FOlPA),  Title  5,  United  States  Code,  Sections  552/552a.  Deletions  have  been  made  to  protect  information  which  is 
exempt  from  disclosure,  with  the  appropriate  exemptions  noted  on  the  page  next  to  the  excision.  In  addition,  a 
deleted  page  information  sheet  was  inserted  in  the  file  to  indicate  where  pages  were  withheld  entirely.  The 
exemptions  used  to  withhold  information  are  marked  below  and  explained  on  the  enclosed  Explanation  of 
Exemptions: 


Section  552  Section  552a 


C (b)(1) 

C (b)(7)(/^ 

C (d)(5) 

r (b)(2) 

r (b)(7)(B) 

r o)(2) 

P (b)(3) 

1?  (b)(7)(C) 

C (k)(1) 

The  National  Security  Act  of  1947 

r (b)(7)(D) 

n (k)(2) 

P (b)(7)(E) 

C (k)(3) 

r (b)(7)(F) 

D (k)(4) 

17  (b)(4) 

r (b)(8) 

r (k)(5) 

!7  (b)(5) 

r (b)(9) 

r (k)(6) 

17  (b)(6) 

r (k)(7) 

443  page(s)  were  reviewed  and  116  page(s)  are  being  released. 


Document(s)  were  located  which  originated  with,  or  contained  information  concerning  other  Government 
agency(ies)  [OGA].  This  information  has  been: 

r”  referred  to  the  OGA  for  review  and  direct  response  to  you. 

^ referred  to  the  OGA  for  consultation.  The  FBI  will  correspond  with  you  regarding  this  information 
when  the  consultation  is  finished. 


In  accordance  with  standard  FBI  practice  and  pursuant  to  FOIA  exemption  (b)(7)(E)  [5  U.S.C.  § 552 
(b)(7)(E)],  this  response  neither  confirms  nor  denies  the  existence  of  your  subject's  name  on  any  watch  lists. 

For  your  information,  Congress  excluded  three  discrete  categories  of  law  enforcement  and  national 
security  records  from  the  requirements  of  the  FOIA.  See  5 U.S.  C.  § 552(c)  (2006  & Supp.  IV  (2010).  This 
response  is  limited  to  those  records  that  are  subject  to  the  requirements  of  the  FOIA.  This  is  a standard 
notification  that  is  given  to  all  our  requesters  and  should  not  be  taken  as  an  indication  that  excluded  records 
do,  or  do  not,  exist. 


^You  have  the  right  to  appeal  any  denials  in  this  release.  Appeals  should  be  directed  in  writing  to  the  Director,  Office 
of  Information  Policy  (OIP),  U.S.  Department  of  Justice, 1425  NewYoi1<  Ave.,  NW,  Suite  11050,  Washington,  D.C. 
20530-0001 , or  you  may  submit  an  appeal  through  OIP’s  eFOIA  portal  at  http://wvw.iustice.aov/oiD/efQia-portal.html. 
Your  appeal  must  be  received  by  OIP  within  sixty  (60)  days  from  the  date  of  this  letter  in  order  to  be  considered  timely. 
The  envelope  and  the  letter  should  be  clearly  marked  “Freedom  of  Information  Appeal."  Please  cite  the  FOiPA 
Request  Number  assigned  to  your  request  so  that  it  may  be  easily  identified. 


The  enclosed  material  is  from  the  main  investigative  ftle(s)  in  wrtiich  the  subject(s)  of  your  request  was  the  focus  of 
the  investigation.  Our  search  located  additional  references,  In  flies  relating  to  other  individuals,  or  matters,  which  may 
or  may  not  be  about  your  subject(s).  Our  experience  has  ^own  wrfien  ident,  references  usually  contain  Information 
similar  to  the  information  processed  in  the  main  file(s).  Because  of  our  significant  backlog,  we  have  given  priority  to 
processing  only  the  main  investigative  flle(s).  Ifyou  want  the  references,  you  must  submit  a separate  request  for  them 
in  writing,  and  they  will  be  reviewed  at  a later  date,  as  time  and  resources  permit. 
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See  additional  information  which  follows. 


Sincerely, 

David  M.  Hardy 
Section  Chief 

Record/Information  Dissemination  Section 
Records  Management  Division 


This  represents  the  sixth  interim  release  of  information  responsive  to  your  Freedom  of  information  Act  (FOIA)  request. 
Enclosure(s) 


EXPLANATION  OF  EXEMPTIONS 


SUBSECTIONS  OF  TITLE  5,  UNITED  STATES  CODE,  SECTION  552 

(b)(  1 ) (A)  specifically  authorized  under  criteria  established  by  an  Executive  order  to  be  kept  secret  in  the  interest  of  national  defense  or  foreign  policy 

and  (B)  are  in  fact  properly  classified  to  s,uch  Executive  order; 

(b)(2)  related  solely  to  the  internal  personnel  rules  and  practices  of  an  agency; 

(b)(3)  specifically  exempted  from  disclosure  by  statute  (other  than  section  552b  of  this  title),  provided  that  such  statute(A)  requires  that  the  matters 
be  withheld  from  the  public  in  such  a manner  as  to  leave  no  discretion  on  issue,  or  (B)  establishes  particular  criteria  for  withholding  or  refers  to 
particular  types  of  matters  to  be  withheld; 

(b)(4)  trade  secrets  and  commercial  or  financial  information  obtained  from  a person  and  privileged  or  confidential; 

(b)(5)  inter-agency  or  intra-agency  memorandums  or  letters  which  would  not  be  available  by  law  to  a party  other  than  an  agency  in  litigation  with  the 
agency; 

(b)(6)  personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would  constitute  a clearly  unwarranted  invasion  of  personal  privacy; 

(b)(7)  records  or  information  compiled  for  law  enforcement  purposes,  but  only  to  the  extent  that  the  production  of  such  law  enforcement  records  or 

information  ( A ) could  be  reasonably  be  expected  to  interfere  with  enforcement  proceedings,  ( B ) would  deprive  a person  of  a right  to  a fair 
trial  or  an  impartial  adjudication,  ( C ) could  be  reasonably  expected  to  constitute  an  unwarranted  invasion  of  personal  privacy,  ( D ) could 
reasonably  be  expected  to  disclose  the  identity  of  confidential  source,  including  a State,  local,  or  foreign  agency  or  authority  or  any  private 
institution  which  furnished  information  on  a confidential  basis,  and,  in  the  case  of  record  or  information  compiled  by  a criminal  law 
enforcement  authority  in  the  course  of  a criminal  investigation,  or  by  an  agency  conducting  a lawful  national  security  intelligence 
investigation,  information  furnished  by  a confidential  source,  ( E ) would  disclose  techniques  and  procedures  for  law  enforcement 
investigations  or  prosecutions,  or  would  disclose  guidelines  for  law  enforcement  investigations  or  prosecutions  if  such  disclosure  could 
reasonably  be  expected  to  risk  circumvention  of  the  law,  or  ( F ) could  reasonably  be  expected  to  endanger  the  life  or  physical  safety  of  any 
individual; 

(b)(8)  contained  in  or  related  to  examination,  operating,  or  condition  reports  prepared  by,  on  behalf  of,  or  for  the  use  of  an  agency  responsible  for  the 
regulation  or  supervision  of  financial  institutions;  or 

(b)(9)  geological  and  geophysical  information  and  data,  including  maps,  concerning  wells. 

SUBSECTIONS  OF  TITLE  5,  UNITED  STATES  CODE,  SECTION  552a 

(d)(5)  information  compiled  in  reasonable  anticipation  of  a civil  action  proceeding; 

(j) (2)  material  reporting  investigative  efforts  pertaining  to  the  enforcement  of  criminal  law  including  efforts  to  prevent,  control,  or  reduce  crime  or 

apprehend  criminals; 

(k) (I)  information  which  is  currently  and  properly  classified  pursuant  to  an  Executive  order  in  the  interest  of  the  national  defense  or  foreign  policy, 

for  example,  information  involving  intelligence  sources  or  methods; 

(k)(2)  investigatory  material  compiled  for  law  enforcement  puiposes,  other  than  criminal,  which  did  not  result  in  loss  of  a right,  benefit  or  privilege 
under  Federal  programs,  or  which  would  identify  a source  who  furnished  information  pursuant  to  a promise  that  his/her  identity  would  be  held  ' 
in  confidence; 

(k)(3)  material  maintained  in  connection  with  providing  protective  services  to  the  President  of  the  United  States  or  any  other  individual  pursuant  to 
the  authority  of  Title  18,  United  States  Code,  Section  3056; 

(k)(4)  required  by  statute  to  be  maintained  and  used  solely  as  statistical  records; 

(k)(5)  ■ investigatoiy  material  compiled  solely  for  the  purpose  of  determining  suitability,  eligibility,  or  qualifications  for  Federal  civilian  employment 

or  for  access  to  classified  information,  the  disclosure  of  which  would  reveal  the  identity  of  the  person  who  furnished  information  pursuant  to  a 
promise  that  his/her  identity  would  be  held  in  confidence; 

(k)(6)  testing  or  examination  material  used  to  determine  individual  qualifications  for  ^pointment  or  promotion  in  Federal  Government  service  he 
release  of  which  would  compromise  the  testing  or  examination  process; 

(k)(7)  material  used  to  determine  potential  for  promotion  in  the  armed  services,  the  disclosure  of  which  would  reveal  the  identity  of  the  person 
who  furnished  the  material  pursuant  to  a promise  that  his/her  identity  would  be  held  in  confidence. 


FBI/DOJ 


FEDERAL  BUREAU  OF  INVESTIGATION 
FOlPA 

DELETED  PAGE  INFORMATION  SHEET 
Serial  Description  - Unrecorded  Serial 


Total  Deleted  Page(s)  -165 
Page  24  - b3,  bS,  b7E 
Page  26  - b3,  b5,  b7E 
Page  31  - b3,  b5,  b7E 
Page32>-  b3,  b5,  b7E 
Page  33  ~ b3,  b5,  b7E 
Page  34  r b3,  b5,  b7E 
Page  35  - b3,  b7E 
Page  36  - b3,  b7E 
Page  38  - b3,  b7E 
Page  41  - b3,  b5,  b7E 
Page  42  - b3,  b5,  b7E 
Page  45  - b3,  bS,  b7E 
Page  46  - b3,  b4,  b7E 
Page  47  - b3,  b4,  b7E 
Pag^^i  b3,  b4,  b7E 
Page  49  - b3, b5,  b7E 
Page  50  r b3,  b5,  b7E 
Page  54  - b3,  b5,  b7E 
Page  57  - Duplicate 
Page  61  - b3,  b5,  b7E 
Page  66  - Dupiicate 
Page  67  - b3,  b5,  b7E 
Page  69  - b3,  b5,  b7E 
Page  70  - b3,  b5,  b7E 
Page  71  - b3,  b5,  b7E 
Page  72  - b3,  b5,  b7E 
Page  73-  b3,  b5,  b7E 
Page  74  ^ b3,  b5,  b7E 
Pap  75  - b3,  b5,  b7E 
Page  76  - Dupiicate 
Page  77  - Duplicate 
Page  78  - Dupiicate 
Page  79  - Duplicate 
Page  80  - Dupiicate 
Page  81’ Duplicate 
Page  82  » Dupiicate 
Page-83  ■“  Dupiicate 
84  - Dupiicate 
Pa#e  85-“  Duplicate 
P^e86  ~ Dupiicate 
P^te  87  - Duplicate 
Page  88  Dupiicate 
Page  89  - Dupiicate 
Page  90  - Dupiicate 

Page 


jupji ^ 

)ooaxx)aja2xxx^(^^ 


Page  91  ~ 
Page  92  - 
Page  93  - 
Page  94  - 
Page  95 
Page  96  ~ 
Page  99  ^ 
Page  100  - 
Page  102  - 
Page  103 
Page  104 
Page  1 05 
Page  106 
Page  108 
Page  109 
Page  110 
Page  111 
Page  113 


|Sa^’  f 17 
119 
f»Sgiel20 
Page  123- 
Ps§e  1214 
f>dge  1'27‘ 
12:8' 
128 
Psi^i3d 
^i»ge131‘ 
f*fgfe  132 
133 
Ps^134 

P^^135 
P>af6'136 
Pn§S  137 
Perpi39 
Pd86 140 
Fag^  141 
142 
Fa^  143 
fage  144 
Page  145 
Page  146 
Page  147 


Duplicate 
Duplicate 
Duplicate 
Duplicate 
Dupiicate 
Dupiicate 
Dupiicate 
b3,  b5,  b7E 
Dupiicate 
b3,  b5,  b7E 
Dupiicate 
b3.  b5,  b7E 
b3,  b5,  b7E 
b3,  b5,  b7E 
b3,  b5,  b7E 
b3,  b5,  b7E 
Dupiicate 
Dupiicate 
Dupiicate 
b3,  b7E 
Dupiicate 
b3,  b5,  b7E 
Duplicate 
Dupiicate 
b3,  bS,  b7E 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
b3,  b4,  b5.  b7E 
b3.  b4,  b7E 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 
Duplicate 


-agi 


Passe 


xxxxxxxxxxxxxxxxxxxxxxxx 
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XX)SXXXXXXS>3(X»(XXXXXXXXX 


Page  148  ~ 
Page  149  - 
Page  150  ^ 
Page  151 ~ 
Page  152  ~ 
Page  153  - 
Page  154  ~ 
;Page  155- 
Pa9e 156  - 
Page  158- 
Page  159- 
Page  160- 
Page 161  - 
Page  162  - 
Page  1 63  - 
Page  164  - 
Page  165  - 
Page  1 66  - 
Paige  167  - 
page  168- 
Page  169  - 
Page  170- 
Pafe  171  - 
Pap172- 
Page173- 
Page 174  - 
Page  175  - 
Page  176- 
Page  177- 
Page  178- 
Page179- 

p'ageiso- 
Page  181  - 
Page  182  ~ 
p^183- 
Papi84- 
Pffa  185  - 
Pap  186  ~ 
^#gS187~ 
Pagfe  188- 
P^189- 
Plis  190  - 
Pa^191  - 
192 

Page 

Pagt 

Pag 

Pag'f 

Pi#§'. 


Duplicate 

Duplicate 

Duplicate 

Duplicate 

Duplicate 

Duplicate 

Duplicate 

Duplicate 

Duplicate 
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Page  1 93  ~ 
Page  194  - 
Page  195  ~ 
Page  196  ~ 
•Page  197  ~ 
Page  198  ~ 
Page  199  - 
Page  200  - 
Page  201  - 
Page  202  ~ 
Page  203  - 
Page  204  ~ 
Page  205  ~ 
Page  206  ~ 
Page  207  - 
Page  208  ~ 
Page  209  ~ 
Page  210  ~ 
Page  211  - 
Pagfe212~ 
Page  213- 
page2i8~ 
219  - 
Page  220  - 
page  221  - 
Page  222  - 
Page  223  - 
Page  224  - 
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■ DOJ’s  Policy  on  Cellsite  Simulators:  Pen  Register  Device  (18  U.S.C.  § 
3127(3)) 

- BEST  PRACTICES 

■ Emergency  Pen  Register  Authority 

- Federal  v.  State  Orders 

- Voluntary  Disclosures 

■ Loan  of  ELSUR  Policy 


- Using  State  Orders 


- Liability-scope  of  authority 


■ Protecting  Sensitive  Techniques 
- Use  as  evidence 


OZ^'l 


Old  Definition 


■ "pen  register" 
means  a device 
which  records  or 
decodes  electronic 
or  other  impulses 
which  identify  the 
numbers  dialed  or 
otherwise 
transmitted  on  the 
telephone  line  to 
which  such  device 
is  attached.... 


■ "pen  register"  means  a device 
or  process  which  records  or 
decodes  dialing,  routing, 
addressing,  or  signaling 
information  transmitted  by  an 
instrument  or  facility  from 
which  a wire  or  electronic 
communication  is 
transmitted,  provided, 
however,  that  such 
information  shall  not  include 
the  contents  of  any 
communication. . . . 


CELL^OTD  0Z4139 


DOJ/CCIPS  & OEO: 


information  “transmitted  by”  a telephone  instrument 


httD://30.'l00.99.18/oac/usabook/usabook/esis/13esis.htm 


b5 


CELUOTD  024140 


to  use  a Pen  Register  Device  to  obtain 
“signaling  information”  transmitted  from  a 
cellular  telephone  to; 

1)  Identify  a target  phone  or 

2)  Locate  a phone 


CELLy'Or[) 


CELLyOTD  0Z4U4 


CELL/'OTD  OZ4U6 


CELuom  oz4ur 


■ DOJ  command  Center 

■ OEO  (business  hours)  | 

■ Emergencies  involving: 

■ Immediate  danger  of  death  or  serious  injury  or 
immediate  threat  to  a national  security  interest 


024-1 


Voluntary  Disclosure  by  Provider  (18  use 

2702(c)(4)) : if  provider  “reasonably  believes  that  c 
emergency  involving  immediate  danger  of  death 
serious  physical  injury  to  any  person  Justifies  the 
disclosure  of:  “a  record  or  other  information 


CELL^om  ai4l4p 


■ Tower/Sector  data; 


1 . is  generated  by  the  network  for  network  o I 

purposes  regardless  of  a LE  order. 

2.  is  necessary  to  Provision  of  Service  & a call 
cannot  be  processed  without  it. 

3.  exists  in  the  network  as  a RECORD  prior  to  its 
being  obtained  by  LE. 

4.  has  no  relationship  to  the  content  of  a 
communication. 

5.  is  delivered  to  LE  under  CALEA  only  at  the 
beginning  and  end  of  calls. 


CELLED TD 


■ Near  Real-Time:  CALEA  (47  use  1002)  requires 
carriers  to  “expeditiously  isolates” 

- “call-identifying  information”:  includes  cell  site 
information  utilized  in  processing  calls 

- for  government  access  "before,  during,  or 
immediately  after  the  transmission  of  a [ ] 
communication"  (i.e.,  in  real-time  or  near  real- 
time) 

■ CALEA  J-Standard:  location  information  is 
delivered  after  generation  of  data  by  the  carrier’s 
network  and  use  in  the  provision  of  service  (e.g., 
call  origination.  Answer,  call  release) 


CELL^OTD  024159 


IlTiRTOCTT«I 


442  U.S.  435,744(1979).  U 

no  legitimate  expectation  of  privacy  in  information  knowingly  conveyed  to  a third 
party 

In  re  Digital  Analyzer  found  “[n]o  logical  distinction  between  telephone  numbers 
called  and  a party’s  own  telephone  number  (or  ESN  number),  all  of  which  are  b7E 
regularly  voluntarily  exposed  and  known  to  others.  885  F.  Supp.  at  199  (citing 
Smith  V,  Maryland.  442  U.S.  735,  742-45  (1979)). 


States,  353  U.S.  53  (1957):  disclosure  of  identity  (and 

testimony)  of  informant. 


• Generally  technique,  type  of  device,  location  of  install,  etc. 
is  protected 

• unless  Defense  can  establish  disclosure  is  necessary  to  defense, 
I.e.,  no  other/adequate  means  to  cross-examine/test  evidence;  if 
so: 

♦ then  Balancing  of  interests 


I 


see  also  Javme  S.  Walker  "The  qualified  privilege  to  protect  sensitive 
investigative  techniques  from  disclosure."  LEB  Voi  69  N0.5  at  26  (May  2000). 


CELLyOTD  0241?' 


Qualifi 


■ Compare,  United  States  v.  Van  Horn.  789  F.2d  1492  (11th  Cir.V  cert. 
denied.  479  U.S.  854  (1986)  (concealed  microphone  in  office,  defendant 
sought  information  about  location  of  device  claiming  necessary  to 
demonstrate  that  voices  on  tape  could  have  been  distorted  by  way  mic  was 
hidden  and  the  distortion  led  to  misidentification  of  the  voice),  recognized  a 
quaiified  government  priviiege  not  to  disciose  sensitive  investigative 
techniques. 


■ With  United  States  v,  Foster.  986  F.2d  541,  543  (D.C.  Cir.  1993) 

(defendant  sought  iocation  of  observation  post:  officer’s  observation  of  drug 
transaction  was  key  evidence  implicating  defendant;  surveiilance  not  taped 
or  photographed,  so  no  alternative  evidence  for  jury  to  examine  to  determine 
whether  surveiliance  post  provided  clear  view  from  which  officer  could  make 
accurate  identification  of  defendant).  3^ 


CELt/OVil 


« U.S.  V.  Garev.  2004  WL  2663023  (M.D.Ga.  Nov.  15, 2004) 

- Defendant  sought  nature  & details  of  pen  register  used  to  i: 

determine  the  geographical  location  of  a cellular  phone  o 

- Court  found  the  information  protected  by  qualified  investigative  :j 

techniques  privilege  & national  security  privilege  u 

- Balanced  government’s  interest  in  maintaining  privilege  with 
Defendant’s  need  for  the  information 

■ Defendant  had  the  Product  of  the  Surveillance:  the 
cellphone  used  in  making  threatening  calls  was  found  in 
defendant’s  house  during  search  of  residence; 

• Defendant  did  not  need  to  know  how  the  technology  traced  the 
geographic  location  of  the  phone. 

■ locating  the  phone  in  the  residence  confirmed  the  accuracy  of 
the  geographic  surveillance; 

- Moreover, Defendant  could  challenge  the  technology  used  to 
establish  that  phone  found  in  residence  was  the  one  that  actually 
made  the  criminal  calls. 


024-1. \ 


K 

P 

b6 

b7C 


Contact  Info: 


ASSISTANT  GENERAL  COUNSEL, 
Science  &Technology  Law  Unit, 
Office  of  the  General  Counsel 


•DOJ  (CCIPS):  www.cyberGrime.gov 


Pen 


■ "pen  register"  means  a device  or  process 
which  records  or  decodes  dialing,  routing, 
addressing,  or  signaling  information 
transmitted  bv  an  instrument  or  facility 
from  which  a wire  or  electronic 
communication  is  transmitted,  provided, 
however,  that  such  information  shall  not 
include  the  contents  of  any 
communication.... 

18  use  3127(3) 
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cELL/orrv 


2.  Advise  of  potential! 


3.  Not  retain  records  beyond  use  to  locate  target 
phone? 
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Provider  may  Voluntary  Disclose: 


“a  record  or  other  information  pertaining  to  a 
subscriber  or  customer  of  such  service.” 

if  provider  In  good  faith,  believes  that  an 
emergency  involving  danger  of  death  or 
serious  physical  injury  to  any  person 
requires  disclosure  without  delay  of 
information  relating  to  the  emergency.” 

Reporting  Requirement:  annual  report  of 
number  of  accounts  and  summary  basis  for 
voluntary  disclosures  per  2702(d) 
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■ DOJ’s  Policy  on  Cellsite  Simulators:  Pen  Register  Device  (18 


U.S.C.  §3127(3)) 


- LIABILITY  RISKS  & Best  Practices 

■ Loan  of  ELSUR  Policy 

- Using  State  Orders 

- Liability 

■ Emergency  Pen  Register  Authority 

- Federal  v.  State  Orders 

- Voluntary  Disclosures 


■ Protecting  Sensitive  Techniques 
- Use  as  evidence 
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Register  Device)  to  obtain  any  “signaling  ° .3 

information”  transmitted  from  a cellular  telephone  5 
to:  d 

1)  Identify  a target  phone  or 

2)  Locate  a phone 

DOJ;  “signaling  information”  is  any  non-content 
information  “transmitted  by”  a telephone 
instrument 


BEST  PRACTICES: 
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Voluntary  Disclosure  by  Provider  under  18  USC 
2702(c)(4) : if  provider  “reasonably  believes  that 
an  emergency  involving  immediate  danger  of 
death  or  serious  physical  injury  to  any  person 
justifies  the  disclosure  of  “a  record  or  other 
information  pertaining  to  a subscriber  or  customer 
of  such  service.” 


CELLED 


MVH^t  is  Cell  site  1^ 


- is  generated  by  the  network  for  network  s 
purposes  regardless  of  a LE  order.  ^ 

-is  necessary  to  Provision  of  Service  & a “ 
call  cannot  be  processed  without  it. 


-exists  in  the  network  as  a RECORD  prior 
to  its  being  obtained  by  LE. 


-has  no  relationship  to  the  content  of  a 
communication. 


-is  delivered  to  LE  under  CALEA  only  at  the 
beginning  and  end  of  calls. 


CELL 


■ Near  Real-Time:  CALEA  requires  carriers  to 
“expeditiously  isolates” 

- “call-identifying  information”:  includes  cell  site 
information  utilized  in  processing  calls 
-for  government  access  "before,  during,  or 
immediately  after  the  transmission  of  a [ ] 
communication"  (i.e.,  in  real-time  or  near  real- 
time) 

■ CALEA  Standard:  location  information  is  delivered 
after  generation  of  data  by  the  carrier’s  network  and 
use  in  the  provision  of  service  (e.g.,  call  origination, 
Answer,  call  release) 
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Maryland.  442  U.S.  435,  744  (1 979).  ,3 

• no  legitimate  expectation  of  privacy  in  information  knowingly  conveyed  “e 
to  a third  party 

■ In  re  Digital  Anaivzer  found  “[n]o  logical  distinction  between  telephone 
numbers  called  and  a party’s  own  telephone  number  (or  ESN  number), 
all  of  which  are  regularly  voluntarily  exposed  and  known  to  others.  885 
F.  Supp.  at  1 99  (citing  Smith  v.  Maryland.  442  U.S.  735,  742-45 
(1979)). 
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■ Tower/Sector  data; 


1 . is  generated  by  the  network  for  network 
purposes  regardless  of  a LE  order. 

2.  is  necessary  to  Provision  of  Service  & a call 

cannot  be  processed  without  it.  j 

3.  exists  in  the  network  as  a RECORD  or  Other  » 
information  prior  to  its  being  obtained  by  LE. 

4.  NON-Content  data;  not  substance  of  a 
communication. 

5.  is  delivered  only  at  the  beginning  and  end  of 
calls  per  CALEA  J-Std 
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16-4.13.4  Loan  of  Electronic  Surveillance  Equipment  (Formerly  16-7.3.4) 
(See  MIOG.  Part  2. 10-9.14  and  10-10.10.1  IRCm 

(1 ) LOAN  OF  ELECTRONIC  SURVEILLANCE  EQUIPMENT  TO  STATE  AND  LOCAL  LAW 
ENFORCEMENT  AGENCIES  (RCU) 

By  Department  Order  1945-95,  dated  January  18, 1995  (replacing  Department  Order  890-80, 
dated  April  29, 1980),  the  Attorney  General  delegated  to  the  Federal  Bureau  of  Investigation  the 
authority  to  approve  loans  of  eleotronio  surveillance  equipment  to  state  and  local  law  enforcement 
agencies  for  use  in  their  investigations  (I.e.,  NOT  joint  FBI  investigations).  Under  this  delegation, 
the  loan  of  such  equipment  is  to  be  made  only  in  exceptional  circumstances  and  to  be  consistent 
with  federal  and  state  laws,  as  well  as  with  state  and  local  law  enforcement  regulations.  (RCU) 

Eleotronio  surveillance  equipment  is  defined  as  any  equipment  which  would  be  used  in  Title  1 8, 
use.  Section  251 0,  et  seq,  (Title  111)  - or  consensual  electronic  coverages.  (RCU) 

(a)  It  is  the  policy  of  the  Department  of  Justice  that  loans  of  eleotronio  surveillance  equipment  to 
state  and  local  law  enforcement  agencies  are  generally  to  be  discouraged  and  are  to  be 
permitted  only:  (RCU) 

1 . in  furtherance  of  the  federal  government's  interests  in  the  investigation  and  proseoutio.n  of 
violations  of  state  criminal  law  that  are  of  federal  concern;  (RCU) 

2.  In  compliance  with  all  applicable  provisions  of  federal,  state  and  local  law;  (RCU) 

3.  without  interfering  with  state  and  local  control  of  state  and  local  law  enforcement;  and  (RCU) 

4.  without  duplication  of  other  federal  programs  of  assistance  to  state  and  local  law  enforcement. 
(RCU) 

(b)  No  request  may  be  granted  until  the  head  of  the  state  or  local  law  enforcement  agency 
certifies  in  writing  that  the  agency:  (RCU) 

1 . has  authority  under  state  and  local  law  to  borrow  the  equipment  on  the  terms  required  by  this 
Order;  (RCU) 

2.  has  valid  legal  authority  under  state  and  local  law  to  conduct  the  paiticular  electronic 
surveillance  for  which  the  equipment  is  requested;  and  (RCU) 

3.  cannot  obtain  the  requested  equipment  from  other  law  enforcement  agencies  within  the  state. 
(RCU) 

(c)  The  Director  of  the  FBI  or.  his  designee  may,  at  his  discretion,  grant  a request  for  the  loan  of 
eleotronio  surveillance  equipment  upon  receipt  of  a written  request  from  a state  or  local  law 
enforcement  agency.  The  formal  request  must  contain  a copy  of  a written  opinion  of  the  chief 
legal  officer  of  the  state  or  local  government  relative  to  compliance  with  (b)  1 . and  (b)  2.  above. 
(RCU) 

(d)  The  Director  of  the  FBI  or  his  designee  shall  not  grant  a request  for  the  loan  of  electronic 
surveillance  equipment  unless  the  Director  or  his  designee  determines  that:  (RCU) 

1 . there  is  no  current  need  for  the  equipment  within  the  Bureau;  (RCU) 

2.  it  is  in  the  interest  of  the  United  States  to  facilitate  the  criminal  investigation  for  which  the 
equipment  is  needed:  and,  (RCU) 

3.  the  agency  has  previously  not  violated  the  terms  of  any  loan  of  electronic  surveillance 
equipment  by  the  FBI.  (RCU) 

(e)  Any  loan  of  electronic  surveillance  equipment  shall  be  made  by  written  agreement  between 
the  Director  of  the  Federal  Bureau  of  Investigation  or  his  designee  and  the  state  or  local  law 
enforcement  agency.  The  agreement  shall  identify  the  equipment  and  state  the  subject  duration. 
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location,  and  purpose  of  the  surveillance  to  be  conducted.  It  shall  also  include  the  following 
provisions:  (RCU) 

1 . the  loan  of  the  equipment  is  subject  to  the  needs  of  the  Department  of  Justice,  and  the 
equipment  must  be  returned  upon  request;  (RCU) 

2.  the  loan  of  the  equipment  is  limited  to  the  duration  of  the  validly  authorized  surveillance  for 
which  it  is  requested,  and  in  any  event  not  to  exceed  90  days;  (RCU) 

3.  the  equipment  may  be  used  only  for  the  validly  authorized  surveillance  for  which  it  was 
requested;  (RCU) 

4.  the  agency  will  not  permit  any  other  person  or  governmental  entity  to  use  the  equipment;  .(RCU) 

5.  the  agency  may  disclose  electronic  surveillance  equipment,  information  concerning  it,  or  its 
installation  or  use  only  with  the  consent  of  the  Director  of  the  FBI  or  his  designee  and  subject  to 
the  nondisclosure  provisions  set  forth  in  28  C.F.R.  1622, 1624,  and  1626;  (RCU) 

6.  the  agency  will  not  use  the  electronic  surveillance  equipment  outside  the  United  States  or 
under  circumstances  where  there  is  reason  to  believe  that  the  equipment  may  be  taken  outside  of 
the  United  States,  without  the  approval  of  the  Director  of  the  FBI  or  his  designee;  and,  (RCU) 

7.  the  agency  will  reimburse  the  United  States  for  all  loss  or  damage  to  the  equipment.  Any 
dispute  over  the  amount  of  loss  or  damage  will  be  resolved  by  the  Director  of  the  FBI  or  his 
designee,  and  this  resolution  will  be  final.  The  Director  of  the  FBI  or  his  designee  may  agree  to 
any  other  terms  consistent  with  the  above  stipulafions.  (RCU) 

(f)  When  the  head  of  the  state  dr  local  law  enforcement  agency  represents  to  the  Director  or  his 
designee  that  an  emergency  situation  and  need  for  electronic  surveillance  equipment  exist  and 
that  the  requesting  agency  is  authorized  under  state  law  to  conduct  emergency  electronic 
surveillance  in  such  circumstances  and  specifies  the  provision  of  state  law  upon  which  he  is 
proceeding,  the  Director  or  his  designee  may  grant  the  emergency  request.  The  information 
required  to  be  submitted  by  the  head  of  the  law  enforcement  agency  in  (b)  and  (c)  must  be 
submitted  to  the  Director  or  his  designee  within  three  days  of  the  day  on  which  the  loan  is  made. 
(RCU) 

(g)  The  Director  of  the  FBI,  pursuant  to  Attorney  General  Department  Order  1945-95.  dated 

January  18, 1995,  has  delegated  his  authority  to  permitl  ] on  a 

oase-by-case  basis,  to  assist  in  the  installation  and  operation  of  electronic  surveillance  equipment 
Such  delegated  authority  requires  the  concurrent  approval  from  the  Section  Chief  of  the 
appropriate  Criminal  Investigative  Division,  section  having  oversight  over  the  investigative 
program  involved;  the  Section  Chief  of  the  appropriate  Operational  Technology  Division  Section 
having  oversight  over  the  electronic  sunreillance  equipment  involved;  and  the  Office  of  the 
General  Counsel.  If  such  technical  assistance  is  approved,  the  state  or  local  court  orders  (where 
required)  must  speoifioally  include  the  courts  authorization  for  FBI  assistance  in  the  state  and 
local  electronic  surveillance  endeavor.  Without  such  approval,  no  FBI  personnel  may  install  the 
equipment  or  participate  in  the  surveillance.  This  restriction  does  not  prohibit  maintenance  and 
repair  of  the  equipment  when  not  installed.  (RCU) 

(h)  The  Director  of  the  FBI  will  retain  all  requests  for  electronic  surveillance  equipment  by  state 
and  local  law  enforcement  agencies.  The  Director  will  report  to  the  Assistant  Attorney  General, 
Criminal  Division,  on  October  1 and  April  1 of  each  year  on  the  duration  and  results  of  all  loans 
made  pursuant  to  the  order.  (RCU) 

(i)  The  Director  of  the  FBI,  pursuant  to  Attorney  General  Department  Order  1 945-95,  dated 
January  18, 1995,  has  delegated  his  authority  to  approve  loans  of  electronic  surveillance 
equipment  upon  written  request  from  a state  or  local  law  enforcement  agency.  Such  delegated 
authority  requires  the  concurrent  approval  of  the  Section  Chief  of  the  appropriate  Criminal 
Investigative  Division  section  having  oversight  over  the  investigative  program  involved  and  the 
Section  Chief  of  the  appropriate  Operational  Technology  Division  Section  having  oversight  over 
the  electronic  surveillance  equipment  involved.  Where  requests  involve  installation  or  operation  of 
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technical  equipment  by  Fb|  1 approval  by  the  Office  of  the  General 

Counsel  is  also  required.  (RCU) 

(j)  The  FBI  field  division  must  advise  FBIHQ  when  requesting  approval  to  loan  electronic 
surveillance  equipment  (be  it  either  a routine  or  an  emergency  request)  whether  there  is  a current 
need  for  equipment  within  the  division;  whether,  in  the  SAC’s  opinion,  it  is  within  the  interests  of 
the  United  States  to  loan  the  requested  equipment  in  the  specific  criminal  investigation;  and, 
whether  the  agency  involved  has  previously  violated  the  terms  of  any  loan  of  electronic 
surveillance  equipment  by  the  FBI.  (RCU) 

(k)  Routine  requests  should  be  by  electronic  communication  (EC)  to  FBIHQ,  directed  to  the 
Operational  Technology  Division  and  to  the  appropriate  Criminal  Investigative  Division  section 
having  oversight  over  the  investigative  program  involved.  This  EC  should  enclose  both  a written 
request  from  the  head  of  the  local  or  state  law  enforcement  agency  and  the  written  opinion  of  the 
chief  legal  officer  of  the  local  or  state  government.  Emergency  requests  should  be  by  telephone, 
confirmed  by  EC,  and  followed  by  an  EC,  enclosing  the  necessary  documents.  (RCU) 

(2)  THE  USE  OF  FBI  ELECTRONIC  SURVEILLANCE  EQUIPMENT  IN  JOINT  CASES  WHERE 
STATE  AND  LOCAL  LAW  ENFORCEMENT  AGENCIES  OBTAINED  AUTHORITY  FOR  ITS  USE 
(SEE  MIOG,  PART  2, 10-10.3  fSt.) TRCUt 

(a)  A JOINT  CASE,  for  purposes  of  this  section,  is  an  investigation  in  which  there  exists 
significant  FBI  interest  in  the  subject  or  subjects  of  a local  investigation  and  substantial  FBI 
investigative  resources  have  been  utilized  and/or  will  be  utilized  in  the  planned  investigation  with 
the  local  agency.  (RCU) 

(b)  FBIHQ  authority  MUST  be  obtained  prior  to  any  use  of  FBI  electronic  surveillance  equipment 
or  personnel  in  furtherance  of  any  order  or  authority  obtained  by  state  or  local  law  enforcement 
agencies.  Should  approval  be  granted  for  such  use,  the  pertinent  local  or  state  order  or  authority 
MUST  contain  specific  language  authorizing  FBI  participation  and  specifying  whether  the 
assistance  is  for  installation,  monitoring,  orwhatever  is  required.  (RCU) 

(o)  In  requesting  FBIHQ  authority,  the  field  office  is  to  set  forth  the  following  information:  (RCU) 

1 . A synopsis  of  the  investigation  conducted  to  date  by  FBI  and  the  local  agency  involved,  to 
include  the  date  the  FBI  case  was  opened,  as  well  as  when  the  joint  investigation  was  initiated. 
(RCU) 

2.  the  specific  SAC  comments  as  to  the  value  of  the  assistance  to  the  FBI  investigation  and 
extent  of  federal  control  over  local  electronic  surveillance.  (RCU) 

3.  the  exact  nature  of  equipment  to  be  utilized  and  technical  assistance  required,  and  whether  the 
equipment  is  on  hand  in  the  requesting  division.  (RCU) 

4.  the  specific  comments  of  thj  [as  to  the  complexity  of  the  equipment  and 

the  ability  of  the  local  agency  to  properly  utilize  technical  equipment  requested.  (RCU) 

5.  that  the  local  agency  has  valid  legal  authority  under  state  or  local  law  to  conduct  the  electronic 
sun/eillance  for  which  equipment  will  be  utifized,  to  include  citation  of  the  specific  statute;  (RCU) 

6.  that  the  Chief  Division  Counsel  or  the  Assistant  U.S.  Attorney  has  reviewed  thp  affidavits  and 
orders  to  be  filed  and  concurs  in  their  sufficiency;  and,  (RCU) 

7.  that  FBI  policy  in  limiting  disclosure  as  set  forth  in  Part  2,  Sections  10-10.13  and  10-10.16.  of 
this  manual,  will  be  honored  in  any  subsequent  local  proceedings.  (RCU) 

The  above  information  is  to  be  provided  by  appropriate  communication  to  the  attention  of  the 
nnarafinnai  Torhnninnv  ni'riginn  as  well  as  to  either  the  Criminal  Investigative  Division  or  the 
I |as  appropriate.  (RCU) 

Id)  Any  request  for  FBI  assistance  in  the  execution  of  a locally  obtained  court  order  which 
I |«ill  be  handled  separately  and  will  require 
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significant  justification.  Emergency  requests  for  such  assistance  are  to  be  discouraged  and  likeiy 
will  NOT  be  approved.  (RCU) 

(3)  LOAN  OF  ELECTRONIC  SURVEILLANCE  EQUIPMENT  TO  OTHER  FEDERAL  AGENCIES. 
(RCU) 

(a)  The  loan  of  FBI  technical  electronic  surveillance  equipment  to  other  federal  agencies  is 
permissible  on  a short-  basis.  The  loan  of  equipment  is  subject  to  availability  and  must  not 
negatively  affect  the  technical  investigative  capabilities  of  the  FBI.  (RCU) 

(b)  For  agencies  of  the  Department  of  Justice  (DOJ)  (e.g.,  the  Drug  Enforcement  Administration 
(DEA)),  material  support  and  assistance,  including  the  loan  of  technical  equipment,  should  be 
handled  on  a local  level,  subject  to  the  provisions  stated  above  in  f3VaV  (RCU) 

(o)  For  agencies  outside  the  DOJ,  requests  must  be  made  on  a headquarters  level,  and  the 
requesting  agency  must  have  appropriate  electronic  surveillance  authority  and  capabiiity.  (RCU) 

(d)  All  technical  equipment  provided  must  be  available  in  existing  field  office  inventory.  (RCU) 
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From: 

Sent: 

To: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


[ 


Friday.  March  30.  2QQ7  10:52  A}^ 


|Authorityfor|~ 


b6 

b7C 

b7E 

b3 


ALL  INFORMATION  CONTAINED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


Always  appreciate  of  you  suggestion^  [Thanks  for  your  help.  I have  decided  to  talk  with  F 

about  a Title  III.  I don't  like  all  the  woix  out  tt  seems  the  only  way  to  get  him.|  | . ^ 

— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


ppsqanp 

— n — 1 

Friday.  March  30.  2007  9:15  AM  

L_  r r~i 

1 |Authority  foij 

phone 

JndAUSAl  I 


Hey[ 


I'd  get  the  authority.  Just  another  tool. 


b6 

b7C 

b7E 

b3 

b4 


UNCLASSIFIED 


UNCLASSIFIED 


CELL/OTD  000984 


ALL  XNFORHATIOW  COSTTAIHED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


L 


From: 

Sent: 

To: 

Subject; 


J ^ L 


r-m 


Jloty  Report 


UNCLASSIFIED 

NON-RECORD 


Here  is  the  write  up. 


be 

b7C 

b7E 


Use  Corel  WordPerfect  to  open.  Later.  I will  look  for  another  letter. 


UNCLASSIFIED 


CELl/OTQ  000987 


ALL  IHFOPMATION  COHTAIHED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


I I ^ [will  make  arrangement  for  the  replacement  of  youij lAt  the  moment 

I ts  occuDoied  with  Inventory  inspection.  He  will  take  care  of  the  request  after  insoectiqn  is  completed.  When  you 

received  the  unit,  I would  be  interested  to  see  if  there  is  improvement  to  your|  Reception. 

I iThere  is  litigation  matter  that  needs  to  be  resolve  with  regard  to|  [product  before  it  can  be  deployed  with 

the  full-blown  version  that  is  currently  offered.  A slim  down  version  is  In  tne  worK.  For  the  moment,  f [recommends 
thatl  bhall  be  take  the  lead  in  providing  technical  support  should  you  have  an  immediate  need  for  this  type  of 
sun/elllance  activities. 


CELL/OTD  000991 


AIL  HIFOBHATIOH  COHTAIBED 
HEREIH  IS  UHCLASSiriED 
_DATE  09-19-2012  BY  S5179  DUH/sCp 


From: 

Sent: 

To: 


Cc: 

Subject: 


b6 

hlC 

b7E 

b3 


UNCLASSIFIED 

NON-RECORD 


Please  note  that  the  installation  guide  to  upgrade  vourl 


difficulty  whereby  thq  _ 

us  the  serial  number  of  vour  equipment  F 


guipment  is  include(r 


loll 


Ifyou  are  experiencing 

Please  contact  and  email  • 


to  loose  limited  tew  mat  expenence  tnis  problem. 


]]we  will  provide  a worKarouno  solution 


UNCLASSIFIED 


b6 

1)7C 

b7E 

b4 

b7E 


CELL/0 TD  000994 


ALL  INFORMATION  CONTAINED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


UNCLASSIFIED 

NON-RECORD 


Please  note  that  the  installation  guide  to  upgrade  vourl  leamij 
experiencing  difficulty  whereby  thel  ~T 


contact  and  email  us  the  serial  number  of  vour  eguiomentl 


^ We  will  provide  a workaround  solution  to  those  limited  tew  that  expenence  mis  problem. 


UNCLASSIFIED 


be 

b7C 

b7E 

b4 

i>3 


UNCLASSIFIED 


CELL/OTD  000996 

2 


ALL  IHFOPHATION  COHTAIHED 

HEPEIH  IS  UHCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


CELL/OTO  0009W' 


he 

hlC 

hlE 


SENSITIVE  BUT  UNCLASSIFIED 


2 


UNCLASSIFIED 


CfLL/OTO  001001 


Let  me  know  if  you  need  additional  information. 


ss4~ 


he 

blc 


SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 


cell/otd  omo6 


ALL  IHFOKHATIOir  COBTAIHED 

HEREIH  13  UHCLASSIFIED 

DATE  09-19-2012  BY  S5179  DHH/stp 


From: 

Sent: 

To: 

Co: 

Subject: 


1 

L 3:24  PM 

5 Quick  Steps  to  Operating  the|  |forl  h~ echnoloqy 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


5SteiK.i;fOffissfoi:. 


he 

hic 

b7E 

b3 


Attached  is  a quick  step  guide  to  operating 


SENSITIVE  BUT  UNCLASSIFIED 


CELL/OTD  OOlOOS 


ALL  IHFOPHATIOH  COUTAIHED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


• 001011 


ALL  inFORIIATrOII  COMTAIHED 

HEREIJT  IS  UHCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


Attached  is  a WordPerfect  document  dated  March  2004,  that  s another  documented  example  of  the  same  problem. 

It  is  impossible  for  us  to  provide  quality)  jsupport  to  the  field  without  the  basic  tools.) 
for  us. 


— Original  Message — 

From:  I 

Sent:  Tuesdav.lJctober  03i 


muoro  ooim 


FBI  FACSIMILE 


COVER  SHEET 

• ALL  INFOPHATIOH  COHTAIHED 

HEREIN  IS  UNCLASSIFIED 
DATE  09-19-20X2  BY  6S179  DHH/stp 


PRECEDENCE 

(Z1  Immediate 
n Priority 
□ Routine 


CLASSIFICATION 

O Top  Secret 

□ Secret 

□ Confidential 

□ Sensitive 
(S  Unclassified 


Time  Transmitted: 
Sender’s  Initials: 
Number  of  Pages:  1 


-b6 

_b7C 


(including  cover  sheet) 


b4 


Date:  03/15/2004 


■name  of  OfBce 


Facsimile  Numbenl 

Attn:  I I 

Name 


b6 

hlc 

Room  Telephone 


From: 

Subject: 


Special  Handling  Instructions: 


Originator's  Name:  | 

Originator's  Facsimile  Number: 

Approved:  | | 

Brief  Description  of  Communication  Faxed: 


WARNING 

Information  attached  to  the  cover  sheet  is  U.S.  Govenuneot  Property.  If  you  are  not  the  intended  recipient  of  this 
information,  disclosure,  reproduction,  distribution,  or  use  of  diis  information  is  prohibited  (18.USC,  § 641).  Please  notify  the 
originator  or  the  local  FBI  OfGce  immediately  to  arrange  for  proper  disposition. 


Telephone: 


CELL/OT-D  001015 


ALL  IHFORHATIOH  COHTAIHED 

HEHEIH  IS  UHCLASSIFIED 

DATE  09-19-2012  BT  6SI79  DHH/stp 


UNCLASSIFIED 

NON-RECORD 


ThIsI  Is  going  to  be  held  next  Tuesday  - November  7th  - if  you  are  interested  In  sending  two 

people  each  - please  feel  tree.  The  focus  is  ooino  to  be  on  thel  land  agents  that  worH  "blatters  - but 

I know  you  guys  both  have  had  occasions  when  Would  have  been  beneficial  to  your  case. 

Read  from  below  up  so  you  know  the  details.  If  it  goes  well  - we  will  do  this  again  and  then  include  more  people  - but  for 
right  now  just  send  two  people  if  you  would  like.  Just  remember  that  it  is  switched  to  Tuesday,  Nov.  7th. 


UNCLASSIFIED 

NON-RECORD 


The| Jclass  is  going  to  be  switched  to  one  day  earlier  - for  many 

reasons  - a conflict  witN  hetirement  lunch  - others  couldn't  make  it  - and  I will  probably  have  to  testily  on  that  day 
so  it  will  be  held  the  same  time  (8;30am)  in  the  LARGE  SAC  conference  room  on  T uesday,  November  7th. 

It  Is  probably  more  geared  toward  the  agents  and  TFOs  that  will  be  doing  the  investigative  work  so  that  they  are  better 
equiped  to  properly  hand  things  off  to  - but  it  would  be  nnnd  for  the  ISSs  who  do  a lot  wit 


I I There  will  be  a lot  of  good  info  and  handouts  given 

out  so  that  everyone  is  up  to  date  on  the  latest  things  you  need  to  complete  your  mission. 


I just  recently  did  this  twice  in  the  last  two  weeks  for  other  groups  - so  it  will  definitely  go  aboul| 
bit  later  of  a lunch.  I promise  you  won't  be  bored.  We  will  have  a short  legal  portion  in  the  miaaieT 


]So  plan  on  a little 
land  also  al  I 


Just  remember  - date  switch  to  Tuesday,  November  7th  - 8:30am  - SAC  Large  Conference  Room. 


CEUL/OTD  001016 


□ ' 


b6 

hlC 


ihters.  On  Wednesday  11/8/2006,1. 
The  class  will  be  i 


is  a mandatory  class  for  alll 
beginning  at  8:30am  in  the  SAO  conterence  room.  Txsi 


nwill  be  teaching  a class  on  how  to  prepare  a case| 
lentation  and  afterward  you  will  be  fully  up  to  speed  on  whanoao.  inis 
Make  eveiv  effort  to  be  there.  The  class  will  take  about]  | 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


ttU/OTO  001017 


A new  version  of  theF 
version.  I 


I is  avaiiable  for  downioad.  Foliow  the  direotions  beiow  to  get  the  new 


:b7E 


I have  also  attaohed  the  updated  manual. 

Downloading  the  current  version  oj  | 

The  most  ciirrfint  version  and  several  omviniis  versinns 


,b7E 

of  the  I tre 


available  for  download  over 


1. 

2. 

3. 

4. 


5. 

6. 


b7E 


be 

b7C 


UNCLASSIFIED 

UNCLASSIFIED 


ALl  IlIFOEKATIOH  COHTAIHED 

HEBEIH  IS  DHCLA3SIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


From: 

[ 

T 1 

Sent: 

Tuesdav.  November  07. 2006  2:10  PM 

To: 

b6 

Cc: 

b7C 

b7E  ' 

Subject: 

RE!|  |Nov  15-17,  2006 

SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


Jwill  attend  this  training  session.  Thanks  for  the  TR  number  alsoj^ 


b6 

b7C 

—Orialnal  Messaae — 

From!  1 I 1 • 

Sent:  Tuesdav,  November  07. 2006 11:13  AM 

To: 

CC!  1 

1 b6 
1 b7C 

Subject:  | 

SENSITIVE  BUT  UNCLASSIFIED 

JNov  15-17,  m 

b7E 

NON-RECORD 


IZZl 


J aithough  i ieave  the  final  attenance 


I have  2 slots  open  for  attending  the  meeting  next  week,  and  would  like  to  extend  them  to  your  office,  a: 
the  list  for  receiving  capability  when  it  is  finally  rfoiiygrari  tn  frf  after  rho  ricmnncrraHnnQ  | recommen<( 
support  this  trip  as  he  has  had  experience  with  the| 
to  your  recommendation.  

I will  forward  the  final  EC,  with  ^Ltrau^lnformaton  to  you  once  I am  provided  the  names  of  individuals  attending. 
Travel  will  be  paid  for  out  of  the  rR#. 


CELL/OTD  001055 


he 

hlC 

SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 


UNCLASSIFIED 

NON-RECORD 


he 

hlC 

b7E 

b4 


Can  we  address  this  issue  wittj  [and  provide  [ [with  some  feedback  if  we  have  not  already  done  so? 


UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


CEUl/OTD  001037 


Attached  is  a WordPerfect  document  dated  March  2004,  that  is  another  documented  example  of  the  same  problem. 

JLiaJmpossible  for  us  to  provide  quality!  I support  to  the  field  without  the  basic  tools.  I 

b6  ' — ' ' 


UNCLASSIFIED 

NON-RECORD 


The  subject  who's] 

night  following  a pursuit. 


Thanks  for  you  helpl 


Jwe  were  looking  at  yesterday,  was  shot  and  killed  by  St  Johns  Florida  c 


tEUL/OTt)  001 03S 


UNCLASSIFIED 


ALL  IHrORHATIOH  COBTAIIIED 

HEEEIH  IS  UHCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


U 


From: 

Sent: 

To: 

Cc: 

Subject: 


I uesoav.  Novemoer  14.  ^uua  PM 

I , I 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


I Will' do  a repeat  of  this  class  when  required. 


Have  a nice  day. 


UNCLASSIFIED 


ALL  IHFORHATIOH  COmiBEI» 

. HEREIU  IS  UNCLASSIFIED 

tRev.  08-28-2000)  , DATE  09-19-2012  BY  65179  DWH^stp 

FEDERAL  BUREAU  OF  INVESTIGATION 


Precedence!  ROUTINE  Date:  li/14/2006 


Case  ID  #i  66F-WF-C197809-TR  (Pending) 


The  following  □ squad  members  attended  this  class: 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


CELWJTD  001042 


CEIL/OTD  001045 


PRIVILEGED  DELIBERATIVE  DOCUMENT  - NOT  FOR  DISCLOSURE  OUTSIDE  THE  FBI  WITHOUT  PRIOR  OGC 
APPROVAL 


Assistant  General  Counsel 


OFFICE  OF  THE  GENERAL  COUNSEL 


Subject:  RE:  Authority  questions 

UNCLASSIFIED 


n 

□ . 

L1_J 

UNCLASSIFIED 

NON-RECORD 


EELL/OTD  001048 


h7E 

b5 


UNCLASSIFIED 

UNCLASSIFIED 

SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 


cell/otd  001050 


Thanks 


EIZI 


UNCLASSIFIED 

NON-RECORD 


Gentlemen  - Many  thanks  fron|  |for  your  dedication  and  efforts... we  truly  appreciate  it  I hope  you  had  a 

safe  tnp  back,  and  piease  iet  us  know  if  there  is  ever  an  opportunity  for  us  to  return  the  fevorl 


— Original  Message — 


CELL/OTD  001051 


□ 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


CELL/OTD  4301052 


ALL  lUFOPMATION  COHTAIHED 

HEREIH  IS  UHCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/Stp 


AIL  IHFOEHATIOH  COHTAIHED 

HEEEIH  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHE/atp 


From: 

Sent: 

To: 

Cc: 

Subject: 


I 


yveonesdav  .ianilan/nS  7nn7  A-53PM 

U — 


b6 

b7C 

b7E 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


This  is  what  I sent)  [for  his  report  Let  me  know  if  you  see  anything  that  needs  to  be  added. 


— Original  Message — ^ , 

From:  I _ _l  I 

sent:  Friday.  December  rL  2006  10:45  AM 

To:  I - — 7 I 

Subject:  REi  P"  — ‘ 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b7E 


Thanks 

ssr~. 


b6 

b7C 

b7E 


— Original  M«gaoe. 

From:  | 

Sent: 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b7E 


□ 

Here  is  a quick  down  and  dirty  of  our  operation  on  Thursday  Dec  21,2006. 


b6 

b7C 

b7E 

b3 


CEUL/OTD  001056 


As  per  our  conversation  on  the  phone,  please  don't  send  this  out  to  the  field  without  changing  the  writer  to  your  name. 
I don't  need  the  e-maiis  from  other|  |that  usually  follow  success  stories  to  ERF.  Thanks. 

Hope  this  is  what  you  wanted, 


SENSITIVE  BUT  UNCLASSIFIED 


SENSITIVE  BUT  UNCLASSIFIED 


SENSITIVE  BUT  UNCLASSIFIED 


CELL/OTD  001 05F 


AU  inFOEHATION  COHTAIHED 

HEEEIH  IS  OTCLASSIFIED 

DATE  09-19-2012  BY  S5179  DHH/stp 


From: 

Sent: 

I'uesdav.  January  09. 2lur 'liiiatTPlI 

To: 

Co: 

I 

I b6 

1 b7C 

UNCLASSIFIED 

NON-RECORD 


I lean  you  check  with  I Ito  see  if  he  has  changed  theP 
site.  Thanks  ^ 


b6 

b7C 

b7E 


J requested  earlier  to  the 


, — Original  ^ 

From:  I I 

Sent:  Tuesday.  January  09, 20Q7 10:28  AM 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


HevI  I 

This  worked  iast  time,  but  no  longer  seems  to  work,  Any  suggestions? 
Thanks,  


—~OriQlaaLMaeeaate 

From:  1 

Sent:  * Mgnasv.  uga 


UNCLASSIFIED 

NON-RECORD 


nil.m5;35  J 


hlC 

hlE 


Awesome  jobl  [you  guys  make  this  Job  worthwhiie  Thanks  Again.  Try[] 

change  in  the  near  future. 

, J . ME 


Jhiswill 


— Original  Message — — , ^ 

From:  I I 

Senfc  Monday.  December  04.  Z006  7:i5  am  ^7C 


CELL;^0TD  001058 


— Original  Me 

From; 

Sent 


UNCLASSIFIED 

NON-RECORD 


Gentlemen  - Many  thanks  fromn 


]for  your  dedication  and  effdrts...we  truly  appreciate  it.  I hope  you 


had  a safe  trip  back,  and  please  let  us  know  if  there  is  ever  an  opportunity  for  us  to  return  the  fevorl 


— Original  Message — 
From:  f ~ 

Sent:  inurjffl 


UNCLASSIFIED 

NON-RECORD 


Thanks  to  all  for  an  awesome  iobf 


□ 

□ 

0=3 

CELL/OTD  001059 


Again,  thanks  to  everyone  for  a job  well  donel 

he 

hlC 
b7E 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


CELL/OTb  001060 


From: 

Sent; 

To: 

Subject: 


I uesdav.  Januaiv*Q9~"2'U0-/  Tfffi  PM 

^ l~ 


ALL  IHFORMATIOir  COHTAIHED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  6S179  DMH/sCp 


UNCLASSIFIED 

NON.RECORD 


i)6 

b7C 

b7E 


— Original  f^esaaa 
From: 

Sent: 


Tuesday,  January  fl57^od71~Q:28 


Sui^ect:  ReF 


UNCLASSIFIED 

NON»RECORD 


h7C 

b7E 


H ~l 

This  worked  last  time,  but  no  longer  seems  to  work.  Any  suggestions? 
Thanks, 


□ 


Senb  Cnd^Dece^^ 
TO!  I 

Subject!^ 

UNCLASSIFIED 

NON-RECORD 


Awesome  iobi  trou  guys  make  this  job  worthwhile  Thanks  Again.  T ryf 

change  in  the  near  future. 


ss^r 


Jhiswill 


— Original  Message — 

From:  | 

Sent:  Monday 


IB^Hi 


be 

b7C 

b7E 


CELL/OTD  001061 


UNCLASSIFIED 

NON-RECORD 


had  a safe  trip  back,  and  please  let  us  know  if  there  Is  ever  an  opportunity  for  us  to  return  the  favorl 


I 


CEU./0TD  001062 


Again,  thanks  to  everyone  for  a job  well  donel 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


be 

b7C 


CELL/OTO  001063 


SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 


CELL/OTD  001066 


AIL  lUFOPMATION  COHTAIHED 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


i>6 

b7C 

b7E 

□ 

Thanks  for  the  info. 


CELL/€TD  001067 


h7E 


SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 
SENSITIVE  BUT  UNCLASSIFIED 


CELL/OTD  001068 


1 

2 


Second,  the  United  States  agrees  to  rely  solely  on  the  Rule  41  tracking  warranli 
application,  and  afSdavil;  No.  CR08-90330-MISC,  to  authorize  the  use  of  equipment  to 
communicate  directly  with  Defendant’s  aircard  and  determine  its  location.  ^ 

Third,  the  United  States  will  agree  to  allow  the  Court  to  factually  assume,  that,  at  the 
conclusion  of  the  July  16, 2008,  aircard  tracking  operation,  the  FBI  located  the  aircard  within 
Unit  1 122  of  the  DomocUio  Apartments.  ^ 

Fourth,  with  respect  to  whether  the  equipment  used  to  locate  fee  aircard  was  operated  in 
a “man  in  fee  middle”  manner  or  caused  a brief  “disraption  of  service,”  fee  United  States  wiU 
agree  that  fee  Court  can  assume,  arguendo,  feat  it  did. 

Fifth,  for  fee  purpose  of  defendant’s  pending  motion(s)  to  compel  discovery  and  his 
prospective  motion  to  suppress,  fee  United  States  does  not  expect  to  present  facts  in  any  in 
camera  proceeding  feat  it  would  then  request  fee  Coiut  to  consider  for  fee  pmpose  of  rebutting 
any  of  defendant’s  claims  without  disclosing  those  fects  to  fee  defendant 


^ (...continued) 

no  longer  argue  in  this  case  only  feat  fee  aircard  tracking  operation  was  not  a search  or  seizure 
under  fee  Fourth  Amendment  and  will  instead  rely  on  its  authority  under  fee  hybrid  order  and 
tracking  warrant  Defendant’s  lack  of  standing,  and,  ifnecessary,  fee  agents’  good  faith  reliance 
on  these  court  orders. 

^ Again,  fee  United  States’  position  is  feat  the  hybrid  order  confers  sufScient  authority 
to  use  a cell  site  simulator  and  that  a tracking  warrant  is  unnecessary.  Nevertheless,  the  Unit^ 
States  wfll  rely  solely  on  the  Rule  41  warrant  application,  afSdavit  and  order  in  this  case  to 
authorize  its  use  of  a cell  site  simulator.  The  hybnd  order.  No.  CR08-9033 1-MISC,  will  be  trsed 
to  justify  obtaining  cell  site  and  other  non-content  information  from  Verizon  Wireless. 

^ This  is  not,  in  fact  accurate.  As  explained  previorrsly,  fee  FBI  was  orrly  able  to 
narrow  fee  aircard  down  to  three  or  four  apartments.  But  to  avoid  disclosme  of  privileged 
information  and  simplify  the  Fourth  Amendment  analysis,  the  United  States  will  concede,  for 
purposes  of  any  forthconring  motion  to  suppress,  feat  the  FBI  located  the  aircard  within  Unit 
1 VZi  of  fee  Domooilio  Apartments. 

*'  The  United  States  indicated  at  fee  Sgjtember  22, 2011,  hearing  that  it  believed  “fee 
simulator  in  this  case  was  taking  the  message  it  received  from  fee  aircard  and  sending  it  on  to 
a Verizon  tower.”  (RT  9/22/2011  (CR  637)  at  61:5-8.)  As  FBI  Agent  Bradley  Morrison 
clarifies  in  fee  attached  affidavit,  howeveTj  fee  equipment  did  not  capture  arw  content  and  it  did 
not  act  as  a “man  in  fee  middle,”  collecting  data  and  passing  it  along  to  Verizon  Wireless. 
(Morrison  Aff.  2-3  f 4.) 

2 


CELL/OTD 


FW: 


Edits 


I 


Sent:  Frida/,  October  28, 2011 3:12  PM 


Attachments:  Pleading  Paperpdf  (13  KB) 


Science  & Technology  Law  Unit 
Federal  Bureau  of  Investigation 


THIS  COMMUNICATION  MAY  CONTAIN  PRIVILEGED  AND  CONFIDENTIAL  ATTORNEY-CLIENT  AND  ATTORNEY  WORK 
PRODUCT  MATERIAL  DO  NOT  DISCLOSE  WITHOUT  PRIOR  PERMISSION  FROM  FBI  OGC. 


From:  I 

Seijfc  Friday.  ( 

Subject:  RE;[ 


;28,  2011  2:57  PM 


I Ithanks  again  foryour  help.  Here's  what  the  final  version  of  the  memo  looks  like.  We'll  keep  you  posted  on 
the  progress. 


Froni:| 

Sent!  Thursday,  October  27,  2011 2:52  PM 

ToJ 

€€.•1 

Subject:  RE; I iMemo  -I  taits 


As  discussed  over  th  phone,  here  are  the  documents  with  edits  in  track  changes  format.  I have  the  agent 


CELL/OTD  004SSO 


standing  by  to  sign  and  send  out,  so  if  you  could  look  at  them  as  quickly  as  possible,  that  would  be  great. 


Assistant  General  Counsel 
Science  & Technology  Law  Unit 
Federal  Bureau  of  InvesHoatlon 


THIS  COMMUNICATION  MAY  CONTAIN  PRIVILEGED  AND  CONFIDENTIAL  ATTORNEY<UENT  AND  ATTORNEY  WORK 
PRODUCT  MATERIAL  DO  NOT  DISaOSE  WITHOUT  PRIOR  PERMISSION  FROM  FBI  OGC. 


From:  | 

Sent;  Thursday,  October  27. 2011 1:23  PM 


Subject:  RE:|  Memo 


1 ^sked  me  to  pass  along.the  attached,  which  incorporates  some  suggestions  from  | |on  the  draft 

affidavit  Please  let  us  know  where  we  are  on  the  affidavit  and  whether  you  have  any  comments  on  the  memo 
I [sent.  We  plan  to  file  it  In  advance  of  the  hearing,  which  Is  tomorrow. 

Thanks  again  for  your  help. 


From:] 

Sent;  Wednesda 
To;| 

Cc;l 

Subject: 


ber  7S.  2011  6:49  PM 


« File:  Memo  re  Motion  for  Discovery  JRK20111020  - FAB  Edits  10-26-11. wpd  » 


CBL.L.^0  TD 


004-SS1 


Re: 


mission  in 


Sent:  Thursday,  August  25, 20U  12:55  AM 

hlC 

i>7E  All  IHFORHATIOIT  COHTAINED 

HEREIH  IS  UNCLASSIFIED 
DATE  09-19-2012  BY  65179  DHH/stp 

n ^ ^ ^ 

I'd  like  to  Just  add  mvl  land  appreciation  tj  |for  taking  the  time  to  help  with  the  mission.  Not  only  was  ' 

his  expertise  invaluable,  but  his  instruction  on  operational  techniques  was  excellent 


To: 

Cc: 


Thanks  again  for  your  support  in  allowingl  |to  come  out  to  help.  I look  forward  to  employing  the|  [mission 

here  in|  1 1 know  the  case  agents  are  atTexcifed  in  us  haviiig  this  capability.  ' 


Sent:  Thu  Auo  25  00:35:34  2011 
Subject]  knission  ini  I be 

' ' ■ b7C 


I I 

Thank  you  for  your  support  in  putting  fliis  mission  together.  We  had  a number  of  difSculties,  and 
without  your  quick  responses  and  approvals,  I don’t  think  we  would  have  pulled  it  off.  Thank  you. 


I also  wanted  to  let  you  know  that]  jwas  a BIG  help.  I know  he  was  in  Denver  during  the  mission, 
but  he  was  still  responsive  and  provided  mfoimation,  even  until  after  mid-night  his  time. 

Below  is  a summary  of  the  mission,  and  a list  of  issues  we  should  work  on  before  the  next  mission: 


be 

b7C 

b7E 

b3 


CELL/OTD  004382 


CELL/OTD 


SS3  • 


I I and  I discussed  die  possibiiily  of  Mm  coming  tj  [o  assist  with  a week’s  worth  oj  I 
missions,  possibly  after  January.  We  also  discussed  the  possibiiily  of  me  coming  out  to  assist  ~|with 

training  for|  | Obviously,  this  will  be  your  caU.  In  the  mean  time,  I will  be  available  to  assistwa 
phone. 


Please  let  me  know  your  thoughts  and  what  you  would  like  me  to  do  to  proceed. 


Thank  you  again  for  the  opportunity.  I believe  this  was  a very  productive  trip. 
Special  Agent  I I 


be 

b7C 


CELL.^OTD  004-3S4 


Page  1 of 1 


natei^Fri.  27  Jijl  M07  15:15:25  -0700 
SuM^:Fwd:Fw:l  linib' 

ro\  I 

l^ote:  forwarded  message  attached. 


b7C 
'^‘b7D 
• b7E 


ALL  INFORHATIOH  COHTAIMED 

HEREIN  IS  UNCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/scp 


Looking  for  a deal?  Find  great  prices  on  flints  and  hotels  with  Yahoo 1 FareChase. 
http ; //f  arechase . vahoo . com/ 


-Forwarded  Message  Attachment- 
Date:  Thu,  26  3ul  2007  14:30:44-0300 
From:!  \ 

To:r 


Subject;  Fw:  I |lnft) 


here  you  go 


b6 

b7C 

b7D 

b7E 


— FcmiacSaLMs5ass=p  be 

From)  I 

Serit;Jul25,2fl6n;F^l|SM  b™ 

Toj  ■ — - I b7E 

Subject:!  liriro 

Good  Morning, 

Attached  is  the| 

Let  me  know  if  you  have  any  further  questions. 
Thanks, 

r I 

Manager.^  Ctistomer  Sigtyjort 

b7C 

b7E 


□ 


CELL./OTD 


004.  "903 


b7E 


5/17/2012 


Page  1 of  1 


ALL  IHFOPHATION  COHTAIHED 

HEFEIJJ  IS  mrCLASSIFIED 

DATE  09-19-2012  BY  65179  DHH/stp 


